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Database Consolidation and Virtualization

Trends in IT Resource Consolidation
It is no secret that today’s IT organization is being pushed to the limit—shrinking or flat budgets, reduced

headcount, and increased demands that include alignment of IT with the business, coupled with more and
more new applications being rolled out, can result in a seemingly implacable situation. Happily, there is at
least one solution: IT resource consolidation.

In the past, IT typically deployed new applications by determining base performance requirements through
a variety of  means including load testing, phased rollouts, and educated guesses. In order to ensure that
appropriate service levels were achieved, standard operating procedure and conventional wisdom usually
called for over-provisioning of  resources for performance, coupled with redundancy for high availability.

For example, assume that an enterprise resource planning (ERP) application requires an application server
and database server of  certain computing capacity, and the database requires a certain amount of  storage.
The infrastructure supporting the ERP application also requires a certain amount of network bandwidth.
All of  these factors are evaluated and appropriate server, storage, and network capacity is determined.

Next, the infrastructure requirements are typically doubled in order to ensure that components never
exceed 50% utilization. Add to that extra resources required for quality assurance and testing, and a typical
application deployment requires a total cost of ownership (TCO) of three to five times of what is actually
needed to operate efficiently. In reality, production servers often operate at only 10-15% of  their actual
capacity, and servers for redundancy, quality assurance, and testing often average much less than that.

Today’s economy has forced IT to take a hard look at all expenditures, and deployments of  new
applications no longer result in carte blanche new equipment purchases. IT managers are being forced to look
inward, managing deployments by first ensuring that existing investments in hardware and software are
running at peak efficiency. This drive to efficiency encompasses every layer of  the OSI model including
network, storage, database, servers, and even workstations themselves.

The first step that IT typically takes along this path is to consider consolidation; that is, to examine all of the
resources in the IT infrastructure with an eye toward intelligently re-hosting applications on these resources
so that they are more efficiently utilized. The traditional problem with this approach is that most consolidation
activities are labor-intensive, non-reproducible projects that must be completed during off-peak hours.
These problems have led vendors to the next generation of consolidation: virtualization.

A Brief History of Virtualization
It may not seem apparent, but virtualization of  technology has been occurring for a very long time. For

example, consider the telephone network. At first, telephones were connected to another via manually
established proprietary connections that were made by human operators. Telephone switches located in
central offices (COs) were then introduced, where standardized telephones connected to a phone “switch”
could request a connection to a destination telephone via a standard dialing procedure. The connection was
then completed automatically, without need for human intervention or a persistent connection from point
A to point B. The effect was that underlying resources were virtualized—as long as the user could plug a
compatible telephone into the switch, obtain a dial tone, and dial using a universally accepted format, they
could be ensured a connection to the desired destination. The dial tone has become the universal metaphor
for virtualization—if you can hear a dial tone, you have access to the telephone network and its associated
services.

In IT, virtualization has been accelerating at an astonishing rate. The first technology to be virtualized was
the data network (perhaps due to the similarities between network and telephone connections), and the key
invention was the network switch and router. Today, a computer connected to a network can easily make a
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connection to another computer on the network without being concerned about the destination computer’s
physical location or connectivity because of the virtualized connection.

The next target for virtualization was storage. With the advent of common storage protocols and high-
speed connectivity, it is now possible for a storage “switch” to provide common storage to a host of
servers, enabling seamless high availability and source optimization services across the entire server farm.
The heart of  this virtualization architecture is a specialized form of  storage switch, just as network switches
provide network virtualization.

Storage, once allocated on a dedicated, per-server basis, is now virtual in the form of  storage area
networks (SANs). SANs allow multiple application and database servers to share common storage. If  a
server that is connected to a SAN fails, fail-over algorithms automatically connect to a server that is functioning.
Since the data resides in the SAN, the new server takes over where the failed server left off.

SANs are a great solution for application and database servers, but one major virtualization problem
remained—true database virtualization was still not possible. Application servers were paired with a given
database server, and fail-over was performed at the database level, typically via clustering or other third-
party technology, which switched to an alternate database server in the event of  failure. The problem with
this approach is that each fail-over database server must be configured with an equivalent database engine,
management across a large server farm is very difficult, and recovery of  “in flight” database actions was
not possible beyond traditional commit/rollback schemes. In any situation, a failure required the application
server to re-establish all of  its database connections and re-issue requests from the beginning.

The next generation of virtualization products targeted at solving database problems is about to emerge:
database area networks, or DANs. DANs function similarly to SANs, providing seamless connectivity to a
virtual database “farm.” Application servers connect to a single IP address and port, and a DAN switch
takes care of  routing the connection through to the appropriate database server, based on a variety of
criteria including resource optimization, processing priorities, security, and server availability. If  an individual
database server fails, the DAN switch seamlessly transfers the connection to an alternate database server,
without interruption—the application need not even know that the transfer occurred! Similarly, with a
DAN, database servers may be taken off-line at any time, and the DAN ensures that database availability is
maintained.

Implementation of  a DAN provides similar benefits to implementation of  a SAN (and, indeed, a DAN
requires a SAN), including the ability to efficiently utilize existing database resources while providing high
availability and scalability to the applications that use them. This is the business case for all virtualization
products: to drastically improve the utilization of existing resources, increase overall availability (in fact,
bring high availability to all applications—not just those that are deemed “mission critical”), reduce overall
TCO, and increase the ROI of  IT investments.

Database Server Virtualization and Consolidation
In order to achieve true database server virtualization and consolidation, a number of  key criteria must

be achieved:
• Security must be maintained
• Automated fail-over must be provided, and fail-over must be transparent to the user and application
• No changes to application server code are required
• Resource optimization must be automatically provided across the server farm, and loads must be

easily and dynamically shifted in order to adapt to changing demand
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• Solution must be highly scalable and additional servers should be able to be added dynamically, at any
time

• Installation and maintenance must be minimal in order to minimize TCO and maximize ROI
As mentioned previously, the ideal solution to this problem is a specialized database switch that provides

a single point of connection for database client applications, automatically connecting the application to the
appropriate database server. If  a server that is hosting existing connections fails, the switch would automatically
re-connect the application to another functionally equivalent server, without requiring the application to
establish another connection. This solution provides high availability (HA) to all databases in the virtual
pool, without the expense of  other HA solutions such as clustering.

Business Advantages
The business case for database virtualization is a compelling ROI story: leverage existing database

investments to their fullest potential, while providing low-cost high availability across the entire database
“farm.”

Traditionally, HA solutions have been limited to a select few applications that truly required it, as the TCO
for HA was extremely high. Database virtualization promises to provide HA to the vast majority of
database applications in the enterprise. The following chart illustrates this:

FIGURE 1: TCO per Database

The next section discusses the needs of  Epsilon, a managed marketing solutions service provider with
heavy database demands, and a database virtualization solution that they are in the process of  implementing.

Case Study: Epsilon
EMA spoke with Bob Doyle, Epsilon’s Chief  Database Architect, about his company’s business

requirements and how they were able to meet these requirements by implementing database virtualization
technology by Savantis Systems. Epsilon is a managed services provider, specializing in online and offline
marketing solutions.

Epsilon views implementation of  new technology such as that offered by Savantis as a key competitive
advantage; by being the first on the block to utilize technology, they are able to reduce costs and increase the
ROI of  existing investments while increasing overall reliability of  the company’s services—this translates
directly into a distinct competitive advantage.
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Epsilon was first introduced to Savantis in the spring of 2002, when they
were asked to review the technology that Savantis was proposing to develop
as part of  a due diligence exercise for a local venture capital firm. Once the
funding round was complete, Mr. Doyle asked the VC firm to arrange an
introduction to Savantis so that he could work closely with them, as he was
very interested in applying their technology to Epsilon’s needs. When Savantis’
first product, dbSwitch, went into beta testing in Spring 2001, Epsilon was
one of  the first companies to use the new technology.

Epsilon was able to successfully install dbSwitch in their data center in a
test environment, and was pleased with the functionality of the product. The
company plans to continue using Savantis products, and is planning to place
dbSwitch into production when their new data center, which is in construction
now, is complete.

Bob Doyle and Epsilon are classic examples of  a technology early adopters:
they have the vision to see how the implementation of  new technology can
translate into a key competitive advantage, and they actively seek out
companies such as Savantis to partner with early in the process of product
development. The resulting benefits are large: the company reaps the benefits
of  the new technology before its competitors, is able to help guide the
development of  the technology, and is typically able to purchase the
technology when it goes mainstream for a fraction of  what “normal” customers would pay. The result was
a win-win situation for both Epsilon and Savantis.

The next section describes the Savantis dbSwitch solution in detail.

Savantis Systems’ dbSwitch™
Savantis Systems’ dbSwitch is ground-breaking database virtualization technology. It is the first product

to successfully implement the concept of  a database area network (DAN) using proprietary database
switching algorithms, lightweight server-based agents, and storage area networks (SANs). An overview of
the dbSwitch architecture is as follows:

FIGURE 2: Savantis dbSwitch Overview

“I believe that this product will
change the landscape of the
data center, because of its
ability to take literally
hundreds of  servers and
consolidate them down 40-
60%, including all of the
database licenses and that
adds up to a lot of money! In
addition to cost savings,
dbSwitch will allow us to
provide a higher level of
service to our customers for a
lower price than our
competitors. That’s a clear
competitive advantage.”

Bob Doyle,
Chief Database Architect,

Epsilon
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In this diagram, application servers connect to the dbSwitch DAN using conventional means; no application
changes are required other than changing the network address of  the database server in the application
server configuration. dbSwitch routes incoming application server connection requests to the appropriate
database server, and if  the server fails, dbSwitch automatically re-locates the database to another appropriate
server.

A Database “Switch”
dbSwitch is truly a database “switch;” database applications connect to an off-the-shelf Cisco router,

which then connects the application to the appropriate database using network address translation (NAT)
and port address translation (PAT). The “secret sauce” of  the dbSwitch solution is a Linux server that runs
the dbSwitch software. This software communicates with agents that are loaded on each managed database
server, obtaining real-time information from each server. dbSwitch maintains a database of  performance
and availability information, along with database-specific information, for each managed server. The dbSwitch
software periodically connects to the Cisco router, providing it with configuration information that
automatically controls which incoming application is connected to which backend database server.

dbSwitch has several pre-requisites that must be met in order to utilize the product:
• All databases must be Oracle 8i or 9i;
• The database servers must use a SAN as their storage mechanism;
• All applications that utilize the databases must connect through the dbSwitch product, which then

makes connections to the appropriate back-end database server;
• Each database server must have the dbSwitch agent installed (no reboot of  the server is usually

required).

Advantages of the dbSwitch Solution
The switch architecture is a key advantage, as the dbSwitch server is not required for normal operation

(and is therefore not a point of  failure). Other advantages include high availability, resource optimization
and capacity management.

High Availability
When dbSwitch determines that a database server has failed, algorithms in dbSwitch cause the following

to occur:
• Client connections are kept open during re-location;
• The database instance(s) on the failed server are automatically re-hosted on an alternate server, which

is determined based on usage and performance metrics maintained by dbSwitch;
• Once the database instance is up on an alternate server, applications are automatically re-connected to

the new instance, and queries continue from the point of failure (queries do not need to be re-
submitted, and login/session information is maintained). If  “in-flight” data manipulation language
(DML) was in process, an error message is returned to the client application, which causes it to re-
submit the DML.

This is a very powerful mechanism; database connections are virtualized, and the impact of  server
failures is virtually eliminated, other than the short time that it takes for dbSwitch to re-locate a database
instance (which is generally accomplished from a few seconds to a few minutes).
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Resource Optimization
Another very useful attribute of dbSwitch is resource optimization. Algorithms in dbSwitch will notify

IT personnel when a server is in danger of  being overutilized, suggesting an alternate server configuration
based on historical and current performance metrics that are gathered by the system. This feature is also
available on an on-demand basis; administrators may request that dbSwitch recommend an optimal
configuration, and the product can then effect the changes very quickly.

Capacity Management
The metrics dbSwitch acquires in the process of  its normal operation can also be applied to the greater

systems management paradigm. The data gathered by dbSwitch, incorporated into an overarching enterprise
management solution and combined with other relevant management data, provide an entirely new dimension
of  utility to the Savantis solution. For example, the metrics that dbSwitch gathers may be utilized by a
capacity planning tool to determine when additional servers need to be brought online.

EMA Perspective
It is a rare event when a new product comes to market with such tremendous potential. Savantis Systems’

dbSwitch has exactly that, bringing DAN technology to the masses, at a price that is affordable even to the
mid-market.

Companies that invest in this technology early on stand to gain a clear competitive advantage over those
that do not; a similar case occurred when storage area networks (SANs) were introduced to the market a
few years ago. Today, SANs are being added to nearly every company, and the addition of  an affordable
DAN to the mix stands to benefit businesses greatly.

For example, consider a large financial services firm with 100 multi-processor database servers, which
are, on average, utilized 15% of  the time. Implementation of  dbSwitch would enable 50 servers to
provide the same functionality as 100 servers provided previously. The resulting consolidation of  50
servers, and the resulting 40-60% “fully loaded” TCO savings, could easily add up to millions of  dollars.
Add the benefits of bringing high availability and high scalability to the equation, and the ROI proposition
for the dbSwitch solution goes even higher.

At present, the primary drawback of dbSwitch is the fact that the product is new and for the most part
untried in production environments. The product did benefit from a lengthy and highly successful beta
program (over a year long), and EMA considers the product to be of  production quality. A minor drawback
of the product (more for Savantis than its customers) is that dbSwitch presently works exclusively with
Oracle 8i and 9i. If  the company can successfully port dbSwitch to other leading vendors (such as IBM’s
Universal Database and Microsoft SQL Server), Savantis’ market potential will increase dramatically.

The company does have a strong, reference-able, beta customer base that is projected to convert into
revenue customers. dbSwitch is a compelling business case: high availability, automated high availability,
load-balancing, and monitoring across the entire database server farm, coupled with cost savings due to
server consolidation, which may be acquired for a low TCO, and you have the potential for a very strong
ROI.

EMA has no reservations in recommending that IT early adopters and innovators consider the dbSwitch
solution.
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